ABSTRAK

Moodmg Daxa adalah sgems scrangan Denddd of & (DOS) deaenr fovding daa
mrclahehan sorangsn lernadap sebuab henyraier dau sener dadalam janngan lokal marpan
ol deigant cara menghabishan swnadr everzoe) yerg Eexlil oleh homprercr rselut
sampal Komepeter tersebut Tdak dapad mepyalealen fanguma dergan berar seituagaa secara adak
langawag moavcegah pengeuna lam eetak memporelod dlses lnunan dat kowpueer vaog
divorang o Nonclivaa mu uatek meaganahisis mdikan serangan dxn mompaga keamanan
scbuad sistem dant anvaman Loty dee Darek o diperfekan seboah alat detcks yeng dapat
oxvgonall adanya  serangan fondizig dele dongan cara meyadap palet dam kamadian
membandinglaneya dngan dewhwe rule 1D (hanisi sigrneane paket scwgan). 1DS ongaae
akan membava elre danl IDX @ntara lam borepa jenis sereagan dan 772 @lddrexy pPooywssp) agsr
daipat memmumalisasi serangan foadng dewa terbadap janngan LAN rLaval .ova Navword) dun
senver, Motede pengunan serangan Loadxg da denganr menggenakan pretode poncoramon
fexténg. Adgpan Dpa buah suzmple penguiian \ailu serangan Axndzg dau erdadap protokol
ICNEP, UDP d¢an TCP dengan menggunakan aplikasi deteksi Loadng dewa. Hasil yvang drparoioh
aat melakulan pengunan serangan Loadny desa dimana sonser alt detelan dapat nmeonionekst
schuruh  scrangan dan seleruh sampel scrangan dgat doegad s dt filoring dorgaa
menggunakan sistem hoamanan janngan bertxis Aewad.
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ABSTRACT

Flooding Data is a type of Denial of Service (DOS) atrack in which flooding data artacks a
computer or server in a local network or internet by spending resources owned by the
computer until the computer can not perform it's_function properly so that does not directly
prevenr other users from gaining access to services from the computer being artacked. This
research is 1o analvze the indication of atrack and maintain the sccurity of a system from the
threat of flooding data. For that we need a detection tool that can recognize the existence of
data flooding artacks by tapping the data package and then compare it with IDS database
rule (contains signature attack packets). IDS engine will read alerts from [DS (such as attack
ope and 1P address intoruder) in order to minimize flooding attack data against LAN (Local
Area Nenvork) and server. Method of testing flooding atrack dara by using penetration resting
method. The three test samples are data flooding attacks against ICMP, UDP and TCP
prorocols using dara Flooding applications. Results obtained when testing flooding attacks
data where dciection sensor sensors can dcetect all attacks and all artack samples can be
prevented or filtered using a firewall-based nerwork security system.
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