
ABSTRAK

Floxng Aza adalah sejems serangan Denial of Snir (DOS) d looding d

nolakukan serangan terhadap sebuah komputer nau sorer ditalam janngan lokal mupen

anemet dengaa cara menghabiskan sunber (resource) yang ciliki oleh komperer TVSEdAR

sampi korrputer tersobut tdak dayt menjalamkan fungsinya dengan benar solingga socara tOu

langwung mrargah pengguna lam entak memperolen akses layanan dari koospucor oS

diserang tersolet. Penelittan roi untuk menganalisis moikasi serangan dan menjaga keamanan
sebvah sistem dari anvaran xg de. Unuk inu dperlekan sebuah alat deteksı yang dp

nangerali adanya serangan Raatng dwa dengan cara monvadap paket datu komatan
nemhuadingkannya dongan daubuse rule IDS (borisi signae paket scrungan) DS engine

akan membava okrt dari IDS (antara laim berepa jenis serangan dan II address ponyusnp) agбал

dapat memmmmalisasi serangan Povxdng dwa terhadap janngan LAN (Laal ova Nowwwk) dan

server. Maode pongujian scrangan Poxrdng data dengan menggunakan metode pem
lesting. Adayun tiga buah sample pengujian yaitu serangan fAnding doe tehadap poowikol
ICMP, UDP dan TCP dengan monggunakan aplikasi deteksi loxding dasa. Hasil yang drperodoh

saat melakukan pongujian serangan lorting data dimana sonsor alut deteksi dupat monioreksi

seturuh sorangan dan selaruh sampel scrangan dapt dicegad au di filwring dogen

menggunakan sıstem komanan jaringan berbaxis firewall.

Kata kunei: lutrusion Detection Satem (IDS) Denial of Serwee (DOS), Ploxting Dous,
Fdewall (LAN) Loxval krea Nerward
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ABSTRACT

Flooding Data is a ype of Denial of Service (DOS) attack in which flooding data attacks a
computer or server in a local network or internet by spending resources owned by the
computer until the computer can not perform it's function properly so that does not directly
prevent other users from gaining access to services from the computer being attacked. This
research is to analyze the indication of attack and maintain the security of a system fro the

threat of  flooding data. For that we need a detection tool that can recognize the existence of
data flooding attacks by tapping the data package and then compare it with IDS database
rule (contains signature attack packets). IDS engine will read alerts from IDS (such as atlack

ype and IP address intruder) in order to minimize flooding attack data against LAN (Local

Area Nenvork) and server. Method of  testing flooding attack data by using penetration testing

method. The three test samples are data flooding attacks against ICMP, UDP and ТСР
protocols using data Flooding applications. Results obtained when testing flooding attacks
data where detection sensor sensors can detect all attacks and all attack samples can be

prevented or filtered using a firewall-based network security system.
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